





O365 Outlook Web Access (OWA)
· Log into OWA
· Double click the email message, so the message opens in a new window
· With the message open in a new window, click the down arrow on the Reply in upper right of the message and select View Message Details.
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· Header information will appear in a new window, under Message Details.  
· You can select, copy and paste the text from this window. (make sure to get all of it, note this window is scrollable as message headers are large)

Outlook for O365
· Open mailbox.
· Select message. Double click on it. 
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· It will bring message into a new window.
· Click on File tab. (upper Left)
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· Select Message Properties. 
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· [bookmark: _GoBack]A new window will pop-up that will contain the message’s Internet Headers.
· Select and copy everything in that text window.
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Message details

Received: from MWHPRIOUMB2365 namprdl0 prod outlook com (10.174.167.163) by

BNGPRI001MB2355.namprd 10 prod outlook com (10.174.88.150) with Microsoft SMTP

Server (version=TLS.2, cipher=TLS_ ECDHE RSA_WITH_AES 128 CBC_SHA256 P256) id

15.11084.16 via Mailbox Transport; Wed, 10 May 2017 171850 +0000

Receved: from BNGPRIODICAQO1S namprd10 prod outlook com (10.174.84.8) by

MWHPRI001MB2365. nemprd 10 prod.outiook com (10.174167.163) with Microsoft

l SMTP Server (version=TLS1 2,
cipher=TLS_ECDHE_RSA WITH_AES 128 CBC_SHA256 P256) id 15.11075.11; Wed, 10

May 2017 17:18:48 +0000

Receved: from CYINAMO2FTOE3.cop-nam02 prod protection autlook com

(2a011114007245:206) by BNEPRI0DICAO0T5.cutlook.office385.com

(2603:10b6:405:26:28) with Microsoft SMTP Servr (version=TLST 2,

cipher=TLS_ECDHE RSA_WITH AES_128_CBC SHA256 P256) id 1511075 11 via

Frontend Transport, Wed, 10 May 2017 17:18:47 +0000

Authentication-Resuits spi=softfil(sender P s 128.913185)

smtp mailfrom=isc upenn edu; penno365 mail onmicrosoft com; dkim=none

(message not signed) header d=nonepenno365 mail onmicrosoft com; dmarc=none

action=none header from=iscupenn.edu;

Received-SPF: SoftFail(protection outlook com: domeain of transiioning

scupenn edu discourages use of 128913185 as permitted sender)

Receved: from mr-mi2 net sc upenn.edu (128,913 185) by

‘CYINAMO2FTO63.meil protection.utiook.com (10.152.75.161) with Microsoft SMTP

Server (version=TLS.2, cipher=TLS_ ECDHE RSA_WITH_AES 256 CBC SHA384 F384) i

15110479 via Frontend Transport, Wed, 10 May 2017 17:18:47 +0000

Received: from mal6 bemta8 messagelabs com (mr-haproyl netisc.upenn edu [126 91.3.176])
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